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Scan of presidente.stg.xunta.local

Scan details

Scan information

Start time 24/04/2019, 14:05:30
Start url https://presidente.stg.xunta.local/
Host presidente.stg.xunta.local
Scan time 425 minutes, 49 seconds
Profile Full Scan
Server information Apache
Responsive True
Server OS Unknown
Threat level

Acunetix Threat Level 3

One or more high-severity type vulnerabilities have been discovered by the scanner. A malicious user can exploit these
vulnerabilities and compromise the backend database and/or deface your website.

Alerts distribution

Total alerts found 46
© High 12

Medium 19
© Low 10

@ Informational 5



Alerts summary

© Cross site scripting

Classification

Base Score: 6.4

Access Vector: Network _accessible
Access Complexity: Low
Authentication: None
Confidentiality Impact: Partial
Integrity Impact: Partial

Availability Impact: None

CVSS2 Exploitability: Not_defined
Remediation Level: Not_defined
Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined
Base Score: 5.3
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
CVSS3 User Interaction: None
Scope: Unchanged
Confidentiality Impact: None
Integrity Impact: Low
Availability Impact: None
CWE CWE-79
Affected items Variation
[c/document_library/get_file 4
[export/sites/web/Portal-Web/Biblioteca/Antigos_presidentes/ 1
fimage/ 1
/image/image_gallery 2
[opencms/Portal-Web/Contidos/Consellos/presidente-gal-listado-consellos- 1
central.html
lopencms/Portal-Web/Contidos/Discurso/presidente-gal-listado-discursos- 1
central.html
[opencms/Portal-Web/Contidos/Novas/presidente-gal-listado-novas-central.html 1
[opencms/system/modules/es.xunta.portal.contidos/elements/visorVideo.jsp 1
Backup files

Classification



CVSS2

CWE
Affected items

[conferencias-e-discursos%23

HTML form without CSRF protection

Classification

CVvSS2

CVSS3

CWE

Affected items

Web Server

[biografia
[conferencias-e-discursos
[conferencias-e-discursos%23

[consellos-de-goberno

[contacta

[funcions-e-competencias

[novas

Base Score: 5.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-538
Variation
1

Base Score: 2.6

Access Vector: Network _accessible
Access Complexity: High

Authentication: None

Confidentiality Impact: None

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

Base Score: 4.3

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: Required
Scope: Unchanged
Confidentiality Impact: None
Integrity Impact: Low
Availability Impact: None

CWE-352

Variation

[R5 UL U UL U L U U Ul U U §



[novas/

[novas/-/nova/
[o-presidente-no-estatuto
[portada
[presidentes-anteriores

[saudo

[transparencia-datos-fiscais

TLS 1.0 enabled

Classification

CVSS2

CVSS3

CWE
Affected items
Web Server

Vulnerable Javascript library

Classification

CVSS2

JE U U S UL U U U §

Base Score: 4.3

Access Vector: Network _accessible
Access Complexity: Medium
Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

Base Score: 3.1

Attack Vector: Network
Attack Complexity: High
Privileges Required: None
User Interaction: Required
Scope: Unchanged
Confidentiality Impact: Low
Integrity Impact: None
Availability Impact: None

CWE-16
Variation
1

Base Score: 6.4

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined



CVSS3

CWE

Affected items

© Cookie(s) without HttpOnly flag set

Classification

CVSS2

CWE
Affected items
Web Server

© Cookie(s) without Secure flag set

Classification

CVvSS2

CWE
Affected items
Web Server

Base Score: 6.5

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Scope: Unchanged
Confidentiality Impact: Low
Integrity Impact: Low
Availability Impact: None

CWE-16
Variation
1
1

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-16
Variation
1

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-16
Variation
1



(O Possible sensitive directories

Classification

CVSS2

CVSS3

CWE

Affected items

Web Server
[html/js/editor/fckeditor

@ Content Security Policy (CSP) not implemented

Classification

CVvSS2

CWE
Affected items
Web Server
(0 Email address found

Classification

Base Score: 5.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

Base Score: 7.5

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Scope: Unchanged
Confidentiality Impact: High
Integrity Impact: None
Availability Impact: None

CWE-200
Variation
7
1

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-16
Variation
1



CVSS2

CVSS3

CWE
Affected items

[html/js/flowplayer/flowplayer.ipad-3.2.1.min.js

@ Possible username or password disclosure

Classification

CVvSS2

CVSS3

CWE

Affected items

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

Base Score: 0.0

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Scope: Unchanged
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: None

CWE-200
Variation
1

Base Score: 5.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

Base Score: 7.5

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Scope: Unchanged
Confidentiality Impact: High
Integrity Impact: None
Availability Impact: None

CWE-200
Variation
1



© Subresource Integrity (SRI) not implemented

Classification

CVSS2

CWE
Affected items

[contacta

(0 TLS 1.1 enabled

Classification
CWE

Affected items
Web Server

Base Score: 0.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-16
Variation
1

CWE-16
Variation
1



Alerts details

© Cross site scripting

Severity High
Reported by module /Scripts/PerFile/XSS_in_URI_File.script
Description

Cross-site Scripting (XSS) refers to client-side code injection attack wherein an attacker can execute malicious scripts into
a legitimate website or web application. XSS occurs when a web application makes use of unvalidated or unencoded user
input within the output it generates.

Impact

Malicious JavaScript has access to all the same objects as the rest of the web page, including access to cookies and local
storage, which are often used to store session tokens. If an attacker can obtain a user's session cookie, they can then
impersonate that user.

Furthermore, JavaScript can read and make arbitrary modifications to the contents of a page being displayed to a user.
Therefore, XSS in conjunction with some clever social engineering opens up a lot of possibilities for an attacker.

Recommendation

Apply context-dependent encoding and/or validation to user input rendered on a page

References

Cross-site Scripting (XSS)_Attack - Acunetix (https://www.acunetix.com/websitesecurity/cross-site-scripting/)

Types of XSS - Acunetix (https://www.acunetix.com/websitesecurity/xss/)
Cross-site Scripting - OWASP (http://www.owasp.org/index.php/Cross_Site_Scripting)

Excess XSS, a comprehensive tutorial on cross-site scripting_(https://excess-xss.com/)
Cross site scripting_(http://en.wikipedia.org/wiki/Cross-site_scripting_)

Affected items

Ic/document_library/get_file
Details

URI was set to ;9647°();}]19369
The input is reflected inside a <script> tag between single quotes.

Request headers

GET /c/document library/get file?;9647'();}]19369 HTTP/1.1

Referer: https://presidente.stg.xunta.local/

Connection: keep-alive

Cookie:

COOKIE SUPPORT=true;GUEST LANGUAGE ID=gl ES;JSESSIONID=bP1lPpx 8_q7CYZAhj ZXbKoRHG21DI-
WHzg30T43BP6QRIVZVXMn5W! 97611058

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Ic/document_library/get_file

Details


https://www.acunetix.com/websitesecurity/cross-site-scripting/
https://www.acunetix.com/websitesecurity/xss/
http://www.owasp.org/index.php/Cross_Site_Scripting
https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet
https://excess-xss.com/
http://en.wikipedia.org/wiki/Cross-site_scripting

URL encoded GET input file_path was set to /portal-web/Datos_Fiscais/IRPF-2008.pdf9643'();}]9732

The input is reflected inside a <script> tag between single quotes.
Request headers

GET /c/document library/get file?file path=/portal-web/Datos Fiscais/IRPF-
2008.pdf9643"'();}19732 HTTP/1.1

Referer: https://presidente.stg.xunta.local/

Connection: keep-alive

Cookie:
COOKIE_SUPPORT=true;GUEST_LANGUAGE_ID=gl_ES;JSESSIONID=bPleX8_q7CYZAhjZXbKORHGZlDI—
WHzg30T43BP6gR1VZvXMn5W!97611058

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Ic/document_library/get_file
Details
URL encoded GET input folderld was set to 4607419752'();}]9807

The input is reflected inside a <script> tag between single quotes.
Request headers

GET /c/document library/get file?folderId=4607419752'();}]19807&name=DLFE-15652.pdf
HTTP/1.1

Referer: https://presidente.stg.xunta.local/

Connection: keep-alive

Cookie: COOKIE SUPPORT=true;GUEST LANGUAGE ID=gl ES; JSESSIONID=BLtPpoaX3h-
ECi4VmoMnLCeAOQZ S6n2holxU9I9dAPIOuL4it5y!894307619

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Ic/document_library/get_file
Details
URL encoded GET input name was set to DLFE-15652.pdf9801'();}]9174

The input is reflected inside a <script> tag between single quotes.
Request headers

GET /c/document library/get file?folderId=460741&name=DLFE-15652.pdf9801"'();}]19174
HTTP/1.1

Referer: https://presidente.stg.xunta.local/

Connection: keep-alive

Cookie: COOKIE SUPPORT=true;GUEST LANGUAGE ID=gl ES;JSESSIONID=BLtPpoaX3h-
ECi14Vm6MnLCeA0QZ S6n2holxU9I9dAPI9uL4it5y!894307619

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

lexport/sites/web/Portal-Web/Biblioteca/Antigos_presidentes/
Details

URI was set to ;9970°();}]9863
The input is reflected inside a <script> tag between single quotes.

Request headers



GET /export/sites/web/Portal-Web/Biblioteca/Antigos presidentes/?;9970'();}19863 HTTP/1.1
Referer: https://presidente.stg.xunta.local/

Connection: keep-alive

Cookie:

COOKIE SUPPORT=true;GUEST LANGUAGE ID=es ES; JSESSIONID=CkJPr7Q2CMnqTyKEh4YUl4LohOxWXacDHT
rwB7PpPlgpTQKsEZ3B!894307619

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

limage/
Details

URI was set to ;9950°();}]19748
The input is reflected inside a <script> tag between single quotes.

Request headers

GET /image/?;9950'();}19748 HTTP/1.1

Referer: https://presidente.stg.xunta.local/

Connection: keep-alive

Cookie:

COOKIE SUPPORT=true;GUEST LANGUAGE ID=gl ES;JSESSIONID=I1RPfJuOBKBaQVZr83beWs4gql7IoDgHEWN
yaITZhm5eFy7a5£9nX!894307619

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

/image/image_gallery
Details

URI was set to ;9113'();}19092
The input is reflected inside a <script> tag between single quotes.

Request headers

GET /image/image gallery?;9113"'();}]19092 HTTP/1.1

Referer: https://presidente.stg.xunta.local/

Connection: keep-alive

Cookie:

COOKIE SUPPORT=true; GUEST LANGUAGE ID=es ES; JSESSIONID=iuBPnkkGeY7rTQkdA30kga O9LWwz8ASwt
gJXkNpnRQJPbrHZbVx!97611058

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

/image/image_gallery
Details
URL encoded GET input img_id was set to 24315649724'();}]9288

The input is reflected inside a <script> tag between single quotes.

Request headers



GET /image/image gallery?img i1d=24315649724'();}]19288 HTTP/1.1

Referer: https://presidente.stg.xunta.local/

Connection: keep-alive

Cookie:

COOKIE SUPPORT=true; GUEST LANGUAGE ID=es ES; JSESSIONID=iuBPnkkGeY7rTQkdA30kga O9LWwz8ASwt
gJXkNpnRQJPbrHZbVx!97611058

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

lopencms/Portal-Web/Contidos/Consellos/presidente-gal-listado-consellos-central.html
Details

URI was set to ;9170°();}19420
The input is reflected inside a <script> tag between single quotes.

Request headers

GET /opencms/Portal-Web/Contidos/Consellos/presidente-gal-listado-consellos-
central.html?;9170"'();}]19420 HTTP/1.1

Referer: https://presidente.stg.xunta.local/

Connection: keep-alive

Cookie:
COOKIE_SUPPORT=true;GUEST_LANGUAGE_ID=€S_ES;JSESSIONID=CkJPr7Q2CanTyKEh4YUl4LOhOXWXaCDHT
rwB7PpPlgpTQKsEZ3B!894307619

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

lopencms/Portal-Web/Contidos/Discurso/presidente-gal-listado-discursos-central.html
Details

URI was set to ;9867°();}]9453
The input is reflected inside a <script> tag between single quotes.

Request headers

GET /opencms/Portal-Web/Contidos/Discurso/presidente-gal-listado-discursos-
central.html?;9867"'();}]19453 HTTP/1.1

Referer: https://presidente.stg.xunta.local/

Connection: keep-alive

Cookie:

COOKIE SUPPORT=true;GUEST LANGUAGE ID=es ES; JSESSIONID=CkJPr7Q2CMngTyKEh4YUl4LohOxWXacDHT
rwB7PpPlgpTQKsEZ3B!894307619

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

lopencms/Portal-Web/Contidos/Novas/presidente-gal-listado-novas-central.html
Details

URI was set to ;9657°();}19420
The input is reflected inside a <script> tag between single quotes.

Request headers



GET /opencms/Portal-Web/Contidos/Novas/presidente-gal-listado-novas-
central.html?;9657"'();}]19420 HTTP/1.1

Referer: https://presidente.stg.xunta.local/

Connection: keep-alive

Cookie:
COOKIE_SUPPORT=true;GUEST_LANGUAGE_ID=€S_ES;JSESSIONID=CkJPr7Q2CanTyKEh4YUl4LOhOXWXaCDHT
rwB7PpPlgpTQKsEZ3B!894307619

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

lopencms/system/modules/es.xunta.portal.contidos/elements/visorVideo.jsp
Details

URI was set to ;9928'();}]9587
The input is reflected inside a <script> tag between single quotes.

Request headers

GET
/opencms/system/modules/es.xunta.portal.contidos/elements/visorVideo.jsp?;9928"' () ;1}]19587
HTTP/1.1

Referer: https://presidente.stg.xunta.local/

Connection: keep-alive

Cookie:
COOKIE_SUPPORT=true;GUEST_LANGUAGE_ID=€S_ES;JSESSIONID=CkJPr7Q2CanTyKEh4YUl4LOhOXWXaCDHT
rwB7PpPlgpTQKsEZ3B!894307619

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Backup files
Severity Medium
Reported by module /Scripts/PerFile/Backup_File.script
Description

A possible backup file was found on your web-server. These files are usually created by developers to backup their work.

Impact

Backup files can contain script sources, configuration files or other sensitive information that may help an malicious user to
prepare more advanced attacks.

Recommendation

Remove the file(s) if they are not required on your website. As an additional step, it is recommended to implement a
security policy within your organization to disallow creation of backup files in directories accessible from the web.

References

Testing_for Old, Backup and Unreferenced Files (OWASP-CM-006)
(https://www.owasp.org/index.php/Review_Old,_Backup_and_Unreferenced_Files_for_Sensitive_Information_(OTG-
CONFIG-004))

Security Tips for Server Configuration (http://httpd.apache.org/docs/1.3/misc/security_tips.html)

Protecting Confidential Documents at Your Site (http://www.w3.org/Security/Faqg/wwwsf5.html)

Affected items


https://www.owasp.org/index.php/Review_Old,_Backup_and_Unreferenced_Files_for_Sensitive_Information_(OTG-CONFIG-004)
http://httpd.apache.org/docs/1.3/misc/security_tips.html
http://www.w3.org/Security/Faq/wwwsf5.html

Iconferencias-e-discursos%23
Details

This file was found using the pattern ${fileName}${fileExt}#.
Original filename: conferencias-e-discursos.

Request headers

GET /conferencias-e-discursos%23 HTTP/1.1

Range: bytes=0-99999

Connection: keep-alive

Cookie: COOKIE SUPPORT=true;GUEST LANGUAGE ID=es ES;JSESSIONID=NGtPc4d-
9StofKU60yaHQhfWhmokGanIMZuz3glngfBl11YF1z8£f-1894307619

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

HTML form without CSRF protection

Severity Medium
Reported by module /Crawler/12-Crawler_Form_NO_CSRF.js
Description

This alert requires manual confirmation

Cross-Site Request Forgery (CSRF, or XSRF) is a vulnerability wherein an attacker tricks a victim into making a request the
victim did not intend to make. Therefore, with CSRF, an attacker abuses the trust a web application has with a victim's
browser.

Acunetix found an HTML form with no apparent anti-CSRF protection implemented. Consult the 'Attack details' section for
more information about the affected HTML form.

Impact

An attacker could use CSREF to trick a victim into accessing a website hosted by the attacker, or clicking a URL containing
malicious or unauthorized requests.

CSREF is a type of 'confused deputy' attack which leverages the authentication and authorization of the victim when the
forged request is being sent to the web server. Therefore, if a CSRF vulnerability could affect highly privileged users such
as administrators full application compromise may be possible.

Recommendation
Verify if this form requires anti-CSRF protection and implement CSRF countermeasures if necessary.

The recommended and the most widely used technique for preventing CSRF attacks is know as an anti-CSRF token, also
sometimes referred to as a synchronizer token. The characteristics of a well designed anti-CSRF system involve the
following attributes.

o The anti-CSRF token should be unique for each user session

« The session should automatically expire after a suitable amount of time

o The anti-CSRF token should be a cryptographically random value of significant length

« The anti-CSRF token should be cryptographically secure, that is, generated by a strong Pseudo-Random Number
Generator (PRNG) algorithm

« The anti-CSRF token is added as a hidden field for forms, or within URLs (only necessary if GET requests cause state
changes, that is, GET requests are not idempotent)

« The server should reject the requested action if the anti-CSRF token fails validation



When a user submits a form or makes some other authenticated request that requires a Cookie, the anti-CSRF token
should be included in the request. Then, the web application will then verify the existence and correctness of this token
before processing the request. If the token is missing or incorrect, the request can be rejected.

References

What is Cross Site Reference Forgery (CSRF)? (https://www.acunetix.com/websitesecurity/csrf-attacks/)

Site_Request_Forgery (CSRF)_Prevention_Cheat_Sheet)
The Cross-Site Request Forgery (CSRF/XSRF)_FAQ (http://www.cgisecurity.com/csrf-fag.html)
Cross-site Request Forgery (https://en.wikipedia.org/wiki/Cross-site_request_forgery)

Affected items

Web Server

Details

Request headers

GET /portada HTTP/1.1

Cookie: COOKIE SUPPORT=true;GUEST LANGUAGE ID=gl ES;JSESSIONID=NGtPc4d-
9StofKU60yaHQhfWhmokGanIMZuz3glngfBl11YF1z8£f-1894307619

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

Ibiografia

Details

Request headers

GET /biografia HTTP/1.1

Cookie: COOKIE SUPPORT=true;GUEST LANGUAGE ID=es ES;JSESSIONID=NGtPc4d-
9StofKU60yaHQhfWhmokGanIMZuz3glngfBl11YF1z8£f-1894307619

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

Iconferencias-e-discursos

Details

Request headers

GET /conferencias-e-discursos HTTP/1.1

Cookie: COOKIE SUPPORT=true;GUEST LANGUAGE ID=gl ES;JSESSIONID=NGtPc4d-
9StofKU60yaHQhfWhmokGanIMZuz3glngfBl11YF1z8£f-1894307619

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

Iconferencias-e-discursos %23

Details

Request headers


https://www.acunetix.com/websitesecurity/csrf-attacks/
https://www.owasp.org/index.php/Cross-Site_Request_Forgery_(CSRF)_Prevention_Cheat_Sheet
http://www.cgisecurity.com/csrf-faq.html
https://en.wikipedia.org/wiki/Cross-site_request_forgery

GET /conferencias-e-discursos%23 HTTP/1.1

Cookie: COOKIE SUPPORT=true;GUEST LANGUAGE ID=es ES; JSESSIONID=NGtPc4d-
9StofKU60yaHOhfWhmokGanIMZuz3glngfBl11YF1z8f-1894307619

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

Iconsellos-de-goberno

Details

Request headers

GET /consellos-de-goberno HTTP/1.1

Cookie: COOKIE SUPPORT=true;GUEST LANGUAGE ID=gl ES;JSESSIONID=NGtPc4d-
9StofKU60yaHOhfWhmokGanIMZuz3glngfBl11YF1z8£f-1894307619

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

Icontacta

Details

Request headers

GET /contacta HTTP/1.1

Cookie: COOKIE SUPPORT=true;GUEST LANGUAGE ID=es ES;JSESSIONID=2SNPd9SiyCKrBbh8NPjok3N-
OBgbgGvJKC6PbI1X1WOmK1Inj330B!97611058

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

[funcions-e-competencias

Details

Request headers

GET /funcions—-e-competencias HTTP/1.1

Cookie: COOKIE SUPPORT=true;GUEST LANGUAGE ID=gl ES;JSESSIONID=NGtPc4d-
9StofKU60yaHOhfWhmokGanIMZuz3glngfBl11YF1z8£f-1894307619

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

Inovas

Details

Request headers



GET /novas HTTP/1.1

Cookie: COOKIE SUPPORT=true;GUEST LANGUAGE ID=gl ES;JSESSIONID=NGtPc4d-
9StofKU60yaHOhfWhmokGanIMZuz3glngfBl11YF1z8£f-1894307619

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

Inovas/

Details

Request headers

GET /novas/ HTTP/1.1

Cookie:

COOKIE SUPPORT=true; GUEST LANGUAGE ID=es ES; JSESSIONID=iuBPnkkGeY7rTQkdA30kga O9LWwz8ASwt
qJXkNpnRQJPbrHZbVx!97611058

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

Inovas/-Inova/

Details

Request headers

GET /novas/-/nova/ HTTP/1.1

Cookie: COOKIE SUPPORT=true;GUEST LANGUAGE ID=gl ES;JSESSIONID=FdJPr2-
thGZR_XXZkBBthZyHL9H99OVnP—h9HClZ40btALZriZ!894307619

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

lo-presidente-no-estatuto

Details

Request headers

GET /o-presidente-no-estatuto HTTP/1.1

Cookie:
COOKIE_SUPPORT=true;GUEST_LANGUAGE_ID=€S_ES;JSESSIONID=WFFPeSYJmMRbAf7ZdP7afA9zgROlejVRQ
40576Sa060PuwYfvYt!97611058

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

Iportada
Details

Request headers



GET /portada HTTP/1.1

Cookie: JSESSIONID=p5NPc4elLlz-mBoXPQdo6P7SrJ71tRpkDBrAw86B17VO5RKOKCZD0e!894307619
Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

Ipresidentes-anteriores

Details

Request headers

GET /presidentes-anteriores HTTP/1.1

Referer: https://www.google.com/search?hl=en&g=testing

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Cookie: JSESSIONID=2SNPd9SiyCKrBbh8NPjok3N-OBgbgGvJKC6PbI1X1WOmKInj330B!97611058
Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

Connection: Keep-alive

[saudo

Details

Request headers

GET /saudo HTTP/1.1

Cookie: COOKIE SUPPORT=true;GUEST LANGUAGE ID=gl ES;JSESSIONID=NGtPc4d-
9StofKU60yaHQhfWhmokGanIMZuz3glngfBl11YF1z8£f-1894307619

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

ltransparencia-datos-fiscais

Details

Request headers

GET /transparencia-datos-fiscais HTTP/1.1

Cookie: COOKIE SUPPORT=true;GUEST LANGUAGE ID=gl ES;JSESSIONID=NGtPc4d-
9StofKU60yaHQhfWhmokGanIMZuz3glngfBl11YF1z8£f-1894307619

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

TLS 1.0 enabled

Severity Medium
Reported by module /Scripts/PerServer/SSL_Audit.script
Description

The web server supports encryption through TLS 1.0. TLS 1.0 is not considered to be "strong cryptography" as defined and
required by the PCI Data Security Standard 3.2(.1) when used to protect sensitive information transferred to or from web
sites. According to PCI, "30 June 2018 is the deadline for disabling SSL/early TLS and implementing a more secure



encryption protocol — TLS 1.1 or higher (TLS v1.2 is strongly encouraged) in order to meet the PCI Data Security Standard
(PCI DSS) for safeguarding payment data.

Impact

An attacker may be able to exploit this problem to conduct man-in-the-middle attacks and decrypt communications between
the affected service and clients.

Recommendation
It is recommended to disable TLS 1.0 and replace it with TLS 1.2 or higher.
References

Payment Card Industry (PCIl) Data Security Standard (DSS)

PCI 3.1 and TLS 1.2 (Cloudflare Support)_(https://support.cloudflare.com/hc/en-us/articles/205043158-PCI-3-1-and-TLS-1-
2)

Affected items

Web Server

Details

Request headers

Vulnerable Javascript library

Severity Medium
Reported by module /Scripts/PerFile/Javascript_Libraries_Audit.script
Description

You are using a vulnerable Javascript library. One or more vulnerabilities were reported for this version of the Javascript
library. Consult Attack details and Web References for more information about the affected library and the vulnerabilities
that were reported.

Impact

Consult References for more information.
Recommendation

Upgrade to the latest version.

Affected items

ltema-portal-xunta/javascript/jquery-1.6.3.js
Details

Detected Javascript library jquery version 1.6.3.
The version was detected from filename, file content.

References:

« https://github.com/jquery/jquery/issues/2432
« http://blog.jquery.com/2016/01/08/jquery-2-2-and-1-12-released/

Request headers


https://www.pcisecuritystandards.org/documents/PCI_DSS_v3-2-1.pdf
https://blog.pcisecuritystandards.org/are-you-ready-for-30-june-2018-sayin-goodbye-to-ssl-early-tls
https://support.cloudflare.com/hc/en-us/articles/205043158-PCI-3-1-and-TLS-1-2

GET /tema-portal-xunta/javascript/jquery-1.6.3.js HTTP/1.1

Cookie:
COOKIE_SUPPORT=true;GUEST_LANGUAGE_ID=gl_ES;JSESSIONID=bPleX8_q7CYZAhjZXbKORHGZlDI—
WHzg30T43BP6gR1VZvXMn5W!97611058

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

[tema-portal-xunta/javascript/jquery.min.js
Details

Detected Javascript library jquery version 1.11.0.
The version was detected from file content.

References:

« https://github.com/jquery/jquery/issues/2432
« http://blog.jquery.com/2016/01/08/jquery-2-2-and-1-12-released/

Request headers

GET /tema-portal-xunta/javascript/jquery.min.js HTTP/1.1

Cookie:
COOKIE_SUPPORT=true;GUEST_LANGUAGE_ID=gl_ES;JSESSIONID=iuBPnkkGeY7rTdeA3qua_O9LWWZSASwt
gJIXkNpnRQJIJPbrHZbVx!97611058

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

© Cookie(s) without HttpOnly flag set

Severity Low
Reported by module /IRPA/Cookie_Without_HttpOnly.js
Description

This cookie does not have the HttpOnly flag set. When a cookie is set with the HttpOnly flag, it instructs the browser that
the cookie can only be accessed by the server and not by client-side scripts. This is an important security protection for
session cookies.

Impact
Cookies can be accessed by client-side scripts.

Recommendation

If possible, you should set the HttpOnly flag for this cookie.

Affected items

Web Server
Details
GUEST_LANGUAGE_ID=gl_ES; expires=Thu, 23-Apr-2020 13:05:33 GMT; path=/; secure

Request headers



GET /portada HTTP/1.1

Cookie: JSESSIONID=p5NPc4elLlz-mBoXPQdo6P7SrJ71tRpkDBrAw86B17VO5RKOKCZD0e!894307619
Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

© Cookie(s) without Secure flag set

Severity Low
Reported by module /RPA/Cookie_Without_Secure.js
Description

This cookie does not have the Secure flag set. When a cookie is set with the Secure flag, it instructs the browser that the
cookie can only be accessed over secure SSL/TLS channels. This is an important security protection for session cookies.

Impact

Cookies could be sent over unencrypted channels.

Recommendation

If possible, you should set the Secure flag for this cookie.

Affected items

Web Server

Details

JSESSIONID=p5NPc4elL1z-mBoXPQdo6P7SrJ71tRpkDBrAw86BI7V5RK0OKCZD0e!894307619; path=/; HttpOnly
Request headers

GET / HTTP/1.1

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

O Possible sensitive directories

Severity Low
Reported by module /Scripts/PerFolder/Possible _Sensitive_Directories.script
Description

A possible sensitive directory has been found. This directory is not directly linked from the website. This check looks for
common sensitive resources like backup directories, database dumps, administration pages, temporary directories. Each
one of these directories could help an attacker to learn more about his target.

Impact

This directory may expose sensitive information that could help a malicious user to prepare more advanced attacks.

Recommendation



Restrict access to this directory or remove it from the website.

References

Affected items

Web Server

Details

Request headers

GET /tema-portal-xunta-responsive/images/temp HTTP/1.1

Accept: acunetix/wvs

Range: bytes=0-99999

Connection: keep-alive

Cookie:
COOKIE_SUPPORT=true;GUEST_LANGUAGE_ID=€S_ES;JSESSIONID=iuBPnkkGeY7rTdeA3qua_O9LWw28ASwt
gJIXkNpnRQJIJPbrHZbVx!97611058

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Web Server

Details

Request headers

GET /tema-portal-xunta/images/temp HTTP/1.1

Accept: acunetix/wvs

Range: bytes=0-99999

Connection: keep-alive

Cookie:
COOKIE_SUPPORT=true;GUEST_LANGUAGE_ID=€S_ES;JSESSIONID=iuBPnkkGeY7rTdeA3qua_O9LWw28ASwt
gJIXkNpnRQJPbrHZbVx!97611058

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Web Server

Details

Request headers

GET /tema-portal-xunta/images/tmp HTTP/1.1

Accept: acunetix/wvs

Range: bytes=0-99999

Connection: keep-alive

Cookie:
COOKIE_SUPPORT=true;GUEST_LANGUAGE_ID=eS_ES;JSESSIONID=iuBPnkkGeY7rTdeA3qua_O9LWw28ASwt
gJIXkNpnRQJIPbrHZbVx!97611058

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Web Server

Details

Request headers


http://www.acunetix.com/websitesecurity/webserver-security/

GET /export/sites/intranet HTTP/1.1

Accept: acunetix/wvs

Range: bytes=0-99999

Connection: keep-alive

Cookie: COOKIE SUPPORT=true;GUEST LANGUAGE ID=gl ES; JSESSIONID=BLtPpoaX3h-
ECi4VmoMnLCeAOQZ S6n2holxU9I9dAPISuL4it5y!894307619

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Web Server

Details

Request headers

GET /html/js/ckeditor HTTP/1.1

Accept: acunetix/wvs

Range: bytes=0-99999

Connection: keep-alive

Cookie:
COOKIE_SUPPORT=true;GUEST_LANGUAGE_ID=gl_ES;JSESSIONID=bPleX8_q7CYZAhjszKORHG2lDI—
WHzg30T43BP6QR1IVZVXMNSW! 97611058

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Web Server

Details

Request headers

GET /html/js/editor/fckeditor/editor/ source HITP/1.1

Accept: acunetix/wvs

Range: bytes=0-99999

Connection: keep-alive

Cookie:

COOKIE SUPPORT=true;GUEST LANGUAGE ID=es ES; JSESSIONID=CkJPr7Q2CMnqTyKEh4YUl4LohOxWXacDHT
rwB7PpPlgpTQKsEZ3B!894307619

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Web Server

Details

Request headers

GET /html/js/editor/fckeditor/editor/filemanager HTTP/1.1

Accept: acunetix/wvs

Range: bytes=0-99999

Connection: keep-alive

Cookie:

COOKIE SUPPORT=true;GUEST LANGUAGE ID=es ES; JSESSIONID=CkJPr7Q2CMnqTyKEh4YUl4LohOxWXacDHT
rwB7PpPlgpTQKsEZ3B!894307619

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

/html/js/editor/fckeditor

Details

Request headers



GET /html/js/editor/fckeditor HTTP/1.1

Accept: acunetix/wvs

Range: bytes=0-99999

Connection: keep-alive

Cookie:

COOKIE SUPPORT=true;GUEST LANGUAGE ID=gl ES;JSESSIONID=nE9PrgPjs4EJ4USLYH7pUqojT3ml25iEil
piyarbOhNrQed41c-F!197611058

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

© Content Security Policy (CSP) not implemented

Severity Informational
Reported by module /httpdata/CSP_not_implemented.js
Description

Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate certain types of attacks,
including Cross Site Scripting (XSS) and data injection attacks.

Content Security Policy (CSP) can be implemented by adding a Content-Security-Policy header. The value of this header
is a string containing the policy directives describing your Content Security Policy. To implement CSP, you should define
lists of allowed origins for the all of the types of resources that your site utilizes. For example, if you have a simple site that
needs to load scripts, stylesheets, and images hosted locally, as well as from the jQuery library from their CDN, the CSP
header could look like the following:

Content-Security-Policy:
default-src 'self';

script-src 'self' https://code.jquery.com;

It was detected that your web application doesn't implement Content Security Policy (CSP) as the CSP header is missing
from the response. It's recommended to implement Content Security Policy (CSP) into your web application.

Impact
CSP can be used to prevent and/or mitigate attacks that involve content/code injection, such as cross-site scripting/XSS

attacks, attacks that require embedding a malicious resource, attacks that involve malicious use of iframes, such as
clickjacking attacks, and others.

Recommendation
It's recommended to implement Content Security Policy (CSP) into your web application. Configuring Content Security

Policy involves adding the Content-Security-Policy HTTP header to a web page and giving it values to control resources
the user agent is allowed to load for that page.

References

Content Security Policy (CSP)_(https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP)

Affected items

Web Server


https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://hacks.mozilla.org/2016/02/implementing-content-security-policy/

Details

Request headers

GET / HTTP/1.1

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

(© Email address found

Severity Informational
Reported by module /Scripts/PerFile/Text_Search_File.script
Description

One or more email addresses have been found on this page. The maijority of spam comes from email addresses harvested
off the internet. The spam-bots (also known as email harvesters and email extractors) are programs that scour the internet
looking for email addresses on any website they come across. Spambot programs look for strings like
myname@mydomain.com and then record any addresses found.

Impact

Email addresses posted on Web sites may attract spam.
Recommendation

Check references for details on how to solve this problem.
References

Affected items

/html/js/flowplayer/flowplayer.ipad-3.2.1.min.js
Details

Pattern found:

thomas@flowplayer.org

Request headers

© Possible username or password disclosure

Severity Informational
Reported by module /Scripts/PerFile/Text_Search_File.script
Description

A username and/or password was found in this file. This information could be sensitive.

This alert may be a false positive, manual confirmation is required.


https://en.wikipedia.org/wiki/Anti-spam_techniques

Impact

Possible sensitive information disclosure.

Recommendation

Remove this file from your website or change its permissions to remove access.

Affected items

/tema-portal-xunta/javascript/jquery-1.6.3.js
Details

Pattern found:

pass = not

Request headers

© Subresource Integrity (SRI) not implemented

Severity Informational
Reported by module /RPA/SRI_Not_Implemented.js
Description

Subresource Integrity (SRI) is a security feature that enables browsers to verify that third-party resources they fetch (for
example, from a CDN) are delivered without unexpected manipulation. It works by allowing developers to provide a
cryptographic hash that a fetched file must match.

Third-party resources (such as scripts and stylesheets) can be manipulated. An attacker that has access or has hacked the
hosting CDN can manipulate or replace the files. SRI allows developers to specify a base64-encoded cryptographic hash of
the resource to be loaded. The integrity attribute containing the hash is then added to the <script> HTML element tag. The
integrity string consists of a base64-encoded hash, followed by a prefix that depends on the hash algorithm. This prefix can
either be sha265, sha384 or sha512.

The script loaded from the external URL specified in the Details section doesn't implement Subresource Integrity (SRI). It's
recommended to implement Subresource Integrity (SRI) for all the scripts loaded from external hosts.

Impact
An attacker that has access or has hacked the hosting CDN can manipulate or replace the files.
Recommendation

Use the SRI Hash Generator link (from the References section) to generate a <script> element that implements
Subresource Integrity (SRI).

For example, you can use the following <script> element to tell a browser that before executing the

https://example.com/example-framework.js script, the browser must first compare the script to the expected hash, and
verify that there's a match.

<script src="https://example.com/example-framework.js"
integrity="sha384-o0gVuAfXRKap7fdgcCY5uykM6+RIGOQO8K/uxy9rx7HNQIGY11kPzQholwx4JwY8wC"

crossorigin="anonymous"></script>

References



Subresource Integrity (https://developer.mozilla.org/en-US/docs/Web/Security/Subresource_Integrity)
SRI Hash Generator (https://www.srihash.org/)

Affected items

Icontacta

Details

Request headers

GET /contacta HTTP/1.1

Cookie: COOKIE SUPPORT=true;GUEST LANGUAGE ID=es ES;JSESSIONID=2SNPd9SiyCKrBbh8NPjok3N-
OBgbgGvJKC6PbI1X1WOmKInj330B!97611058

Accept: */*

Accept-Encoding: gzip,deflate

Host: presidente.stg.xunta.local

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Connection: Keep-alive

@ TLS 1.1 enabled

Severity Informational
Reported by module /Scripts/PerServer/SSL_Audit.script
Description

The web server supports encryption through TLS 1.1. When aiming for Payment Card Industry (PCIl) Data Security
Standard (DSS) compliance, it is recommended (although at the time or writing not required) to use TLS 1.2 or higher
instead. According to PClI, "30 June 2018 is the deadline for disabling SSL/early TLS and implementing a more secure
encryption protocol — TLS 1.1 or higher (TLS v1.2 is strongly encouraged) in order to meet the PCI Data Security Standard
(PCI DSS) for safeguarding payment data.

Impact

An attacker may be able to exploit this problem to conduct man-in-the-middle attacks and decrypt communications between
the affected service and clients.

Recommendation
It is recommended to disable TLS 1.1 and replace it with TLS 1.2 or higher.

References

(https://www.pcisecuritystandards.org/documents/PCl_DSS_v3-2-1.pdf)
Are You Ready for 30 June 2018? Saying_Goodbye to SSL/early TLS (https://blog.pcisecuritystandards.org/are-you-ready-
for-30-june-2018-sayin-goodbye-to-ssl-early-tls)
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Affected items

Web Server

Details

Request headers


https://developer.mozilla.org/en-US/docs/Web/Security/Subresource_Integrity
https://www.srihash.org/
https://www.pcisecuritystandards.org/documents/PCI_DSS_v3-2-1.pdf
https://blog.pcisecuritystandards.org/are-you-ready-for-30-june-2018-sayin-goodbye-to-ssl-early-tls
https://support.cloudflare.com/hc/en-us/articles/205043158-PCI-3-1-and-TLS-1-2

Scanned items (coverage report)

https://presidente.stg.xunta.local/
https://presidente.stg.xunta.local/a-presidencia
https://presidente.stg.xunta.local/actualidade
https://presidente.stg.xunta.local/biografia
https://presidente.stg.xunta.local/c/
https://presidente.stg.xunta.local/c/document_library/
https://presidente.stg.xunta.local/c/document_library/get_file
https://presidente.stg.xunta.local/conferencias-e-discursos
https://presidente.stg.xunta.local/conferencias-e-discursos#
https://presidente.stg.xunta.local/consellos-de-goberno
https://presidente.stg.xunta.local/contacta
https://presidente.stg.xunta.local/contacta-co-presidente
https://presidente.stg.xunta.local/etc/
https://presidente.stg.xunta.local/etc/passwd/
https://presidente.stg.xunta.local/etc/passwd/css/
https://presidente.stg.xunta.local/etc/passwd/css/navegacion.css
https://presidente.stg.xunta.local/export/
https://presidente.stg.xunta.local/export/sites/
https://presidente.stg.xunta.local/export/sites/intranet/
https://presidente.stg.xunta.local/export/sites/web/
https://presidente.stg.xunta.local/export/sites/web/Portal-Web/
https://presidente.stg.xunta.local/export/sites/web/Portal-Web/Biblioteca/
https://presidente.stg.xunta.local/export/sites/web/Portal-Web/Biblioteca/Antigos_presidentes/
https://presidente.stg.xunta.local/funcions-e-competencias
https://presidente.stg.xunta.local/html/
https://presidente.stg.xunta.local/html/js/
https://presidente.stg.xunta.local/html/js/barebone.jsp
https://presidente.stg.xunta.local/html/js/ckeditor/
https://presidente.stg.xunta.local/html/js/ckeditor/images/
https://presidente.stg.xunta.local/html/js/ckeditor/plugins/
https://presidente.stg.xunta.local/html/js/ckeditor/plugins/flash/
https://presidente.stg.xunta.local/html/js/ckeditor/plugins/flash/images/
https://presidente.stg.xunta.local/html/js/ckeditor/plugins/forms/
https://presidente.stg.xunta.local/html/js/ckeditor/plugins/forms/images/
https://presidente.stg.xunta.local/html/js/ckeditor/plugins/image/
https://presidente.stg.xunta.local/html/js/ckeditor/plugins/templates/
https://presidente.stg.xunta.local/html/js/ckeditor/plugins/templates/templates/
https://presidente.stg.xunta.local/html/js/ckeditor/plugins/templates/templates/images/
https://presidente.stg.xunta.local/html/js/ckeditor/plugins/xml/
https://presidente.stg.xunta.local/html/js/ckeditor/themes/
https://presidente.stg.xunta.local/html/js/ckeditor/themes/default/
https://presidente.stg.xunta.local/html/js/editor/
https://presidente.stg.xunta.local/html/js/editor/fckeditor
https://presidente.stg.xunta.local/html/js/editor/fckeditor/
https://presidente.stg.xunta.local/html/js/editor/fckeditor/editor/
https://presidente.stg.xunta.local/html/js/editor/fckeditor/editor/ _source/
https://presidente.stg.xunta.local/html/js/editor/fckeditor/editor/_source/classes/
https://presidente.stg.xunta.local/html/js/editor/fckeditor/editor/filemanager/
https://presidente.stg.xunta.local/html/js/editor/fckeditor/editor/images/
https://presidente.stg.xunta.local/html/js/editor/fckeditor/editor/js/
https://presidente.stg.xunta.local/html/js/editor/fckeditor/editor/plugins/
https://presidente.stg.xunta.local/html/js/flowplayer/
https://presidente.stg.xunta.local/html/js/flowplayer/flowplayer-3.2.6.min.js
https://presidente.stg.xunta.local/html/js/flowplayer/flowplayer.ipad-3.2.1.min.js
https://presidente.stg.xunta.local/html/js/misc/
https://presidente.stg.xunta.local/html/js/misc/swfupload/
https://presidente.stg.xunta.local/html/portal/
https://presidente.stg.xunta.local/html/portal/css.jsp
https://presidente.stg.xunta.local/html/themes/
https://presidente.stg.xunta.local/html/themes/classic/
https://presidente.stg.xunta.local/html/themes/classic/images/



https://presidente.stg.xunta.local/html/themes/classic/images/add_content/
https://presidente.stg.xunta.local/html/themes/classic/images/application/
https://presidente.stg.xunta.local/html/themes/classic/images/arrows/
https://presidente.stg.xunta.local/html/themes/classic/images/blogs/
https://presidente.stg.xunta.local/html/themes/classic/images/calendar/
https://presidente.stg.xunta.local/html/themes/classic/images/common/
https://presidente.stg.xunta.local/html/themes/classic/images/dock/
https://presidente.stg.xunta.local/html/themes/classic/images/document_library/
https://presidente.stg.xunta.local/html/themes/classic/images/forms/
https://presidente.stg.xunta.local/html/themes/classic/images/messages/
https://presidente.stg.xunta.local/html/themes/classic/images/portlet/
https://presidente.stg.xunta.local/html/themes/classic/images/progress_bar/
https://presidente.stg.xunta.local/html/themes/classic/images/ratings/
https://presidente.stg.xunta.local/html/themes/classic/images/social_bookmarks/
https://presidente.stg.xunta.local/html/themes/classic/images/trees/
https://presidente.stg.xunta.local/html/themes/classic/templates/

https://presidente.stg.xunta.local/image/

https://presidente.stg.xunta.local/image/image_gallery

https://presidente.stg.xunta.local/novas

https://presidente.stg.xunta.local/novas/

https://presidente.stg.xunta.local/novas/-/

https://presidente.stg.xunta.local/novas/-/nova/

https://presidente.stg.xunta.local/novas/-/nova/0012/
https://presidente.stg.xunta.local/novas/-/nova/0012/feijoo-finaliza-viaje-institucional-argentina-que-destaca-calida-acogida-
del

https://presidente.stg.xunta.local/novas/-/nova/0018/
https://presidente.stg.xunta.local/novas/-/nova/0018/feijoo-valora-voluntad-juventud-descendiente-emigrantes-gallegos-
por-implicarse

https://presidente.stg.xunta.local/novas/-/nova/0020/
https://presidente.stg.xunta.local/novas/-/nova/0020/xunta-galicia-investiu-2015-mais-104-millons-euros-medidas-
destinadas-xuventude

https://presidente.stg.xunta.local/novas/-/nova/0048/
https://presidente.stg.xunta.local/novas/-/nova/0048/feijoo-destaca-peso-del-turismo-recuperacion-economica-comunidad-
con-cerca-860
https://presidente.stg.xunta.local/novas/-/nova/0048/feijoo-destaca-peso-turismo-recuperacion-economica-comunidade-
con-preto-860-000

https://presidente.stg.xunta.local/novas/-/nova/0077/
https://presidente.stg.xunta.local/novas/-/nova/0077/feijoo-refiere-carrera-del-peregrino-que-llegara-santiago-desde-
roncesvalles
https://presidente.stg.xunta.local/novas/-/nova/0077/feijoo-refirese-carreira-peregrino-que-chegara-santiago-desde-
roncesvalles-como

https://presidente.stg.xunta.local/novas/-/nova/0401/
https://presidente.stg.xunta.local/novas/-/nova/0401/xunta-activa-programa-principia-que-apoiara-contratacion-300-
investigadores-menores
https://presidente.stg.xunta.local/novas/-/nova/0401/xunta-activa-programa-principia-que-apoyara-contratacion-300-
investigadores-menores

https://presidente.stg.xunta.local/novas/-/nova/0533/
https://presidente.stg.xunta.local/novas/-/nova/0533/presidente-xunta-asiste-pleno-camara-galega
https://presidente.stg.xunta.local/novas/-/nova/0533/presidente-xunta-asiste-pleno-camara-gallega
https://presidente.stg.xunta.local/novas/-/nova/0943/
https://presidente.stg.xunta.local/novas/-/nova/0943/feijoo-sublina-importancia-traballo-conxunto-entre-administracion-
entidades-sociais
https://presidente.stg.xunta.local/novas/-/nova/0943/feijoo-subraya-importancia-del-trabajo-conjunto-entre-administracion-
las-entidades

https://presidente.stg.xunta.local/novas/-/nova/1002/
https://presidente.stg.xunta.local/novas/-/nova/1002/presidente-xunta-alberto-nunez-feijoo-asistio-esta-tarde-como-vocal-
reunion-del
https://presidente.stg.xunta.local/novas/-/nova/1002/presidente-xunta-alberto-nunez-feijoo-asistiu-esta-tarde-como-vogal-
reunion-patronato

https://presidente.stg.xunta.local/novas/-/nova/1093/
https://presidente.stg.xunta.local/novas/-/nova/1093/feijoo-refiere-apuesta-por-conjugar-respeto-medio-ambiente-calidad-
atencion-turista
https://presidente.stg.xunta.local/novas/-/nova/1093/feijoo-refirese-aposta-por-conxugar-respecto-medio-ambiente-
calidade-atencion



https://presidente.stg.xunta.local/novas/-/nova/1211/
https://presidente.stg.xunta.local/novas/-/nova/1211/referencia-consello-xunta-celebrado-hoxe-san-caetano
https://presidente.stg.xunta.local/novas/-/nova/1239/
https://presidente.stg.xunta.local/novas/-/nova/1239/xunta-desarrollara-junto-con-colegio-arquitectos-galicia-una-guia-
sobre-empleo
https://presidente.stg.xunta.local/novas/-/nova/1239/xunta-desenvolvera-xunto-colexio-arquitectos-galicia-unha-guia-sobre-
emprego

https://presidente.stg.xunta.local/novas/-/nova/1250/
https://presidente.stg.xunta.local/novas/-/nova/1250/xunta-destina-cerca-20-millones-para-dar-nuevo-impulso-las-
concentraciones-parcelarias
https://presidente.stg.xunta.local/novas/-/nova/1250/xunta-destina-preto-20-millons-para-dar-novo-impulso-concentracions-
parcelarias

https://presidente.stg.xunta.local/novas/-/nova/1254/
https://presidente.stg.xunta.local/novas/-/nova/1254/feijoo-destaca-aumento-del-25-numero-talleres-empleo-que-financia-
xunta-que-pasan
https://presidente.stg.xunta.local/novas/-/nova/1254/feijoo-salienta-aumento-25-numero-obradoiros-emprego-que-financia-
xunta-que-pasan

https://presidente.stg.xunta.local/novas/-/nova/1270/
https://presidente.stg.xunta.local/novas/-/nova/1270/feijoo-refiere-exposicion-alabastro-traves-del-tiempo-como-prueba-
que-los-hombres
https://presidente.stg.xunta.local/novas/-/nova/1270/feijoo-refirese-exposicion-alabastro-traves-tempo-como-proba-que-
homes-son-quen

https://presidente.stg.xunta.local/novas/-/nova/1335/
https://presidente.stg.xunta.local/novas/-/nova/1335/feijoo-traslada-entidades-que-representan-colectivo-down-
compromiso-xunta-coa
https://presidente.stg.xunta.local/novas/-/nova/1335/feijoo-traslada-las-entidades-que-representan-colectivo-down-
compromiso-xunta

https://presidente.stg.xunta.local/novas/-/nova/14064/
https://presidente.stg.xunta.local/novas/-/nova/14064/aprobamos-estratexia-emprego-autonomo-2017-2020-cunha-
achega-total-160-millons

https://presidente.stg.xunta.local/novas/-/nova/14067/
https://presidente.stg.xunta.local/novas/-/nova/14067/9-centros-sociocomunitarios-area-vigo-mobilizan-uns-10-000-
usuarios-anuais-aos

https://presidente.stg.xunta.local/novas/-/nova/1412/
https://presidente.stg.xunta.local/novas/-/nova/1412/referencia-consello-xunta-celebrado-hoxe-san-caetano
https://presidente.stg.xunta.local/novas/-/nova/1421/
https://presidente.stg.xunta.local/novas/-/nova/1421/feijoo-destaca-compromiso-xunta-impulsar-cooperacion-facilitando-
permisos-excedencias

https://presidente.stg.xunta.local/novas/-/nova/1428/
https://presidente.stg.xunta.local/novas/-/nova/1428/feijoo-refiere-formacion-como-clave-para-que-galicia-siga-siendo-
sinonimo-calidad
https://presidente.stg.xunta.local/novas/-/nova/1428/feijoo-refirese-formacion-como-chave-para-que-galicia-siga-sendo-
sinonimo-calidade

https://presidente.stg.xunta.local/novas/-/nova/1433/
https://presidente.stg.xunta.local/novas/-/nova/1433/feijoo-adelanta-que-xunta-llevara-parlamento-una-nueva-ley-para-
garantizar-prestacion

https://presidente.stg.xunta.local/novas/-/nova/1436/
https://presidente.stg.xunta.local/novas/-/nova/1436/feijoo-destaca-que-galicia-hoy-una-las-comunidades-mas-solventes-
con-mejores

https://presidente.stg.xunta.local/novas/-/nova/1478/
https://presidente.stg.xunta.local/novas/-/nova/1478/presidente-xunta-destaca-valor-turistico-naval-pesqueiro-porto-vigo
https://presidente.stg.xunta.local/novas/-/nova/1478/presidente-xunta-destaca-valor-turistico-naval-pesquero-del-puerto-
vigo

https://presidente.stg.xunta.local/novas/-/nova/1485/
https://presidente.stg.xunta.local/novas/-/nova/1485/feijoo-destaca-compromiso-xunta-loita-contra-cancro-coa-achega-80-
millons-para
https://presidente.stg.xunta.local/novas/-/nova/1485/feijoo-destaca-compromiso-xunta-lucha-contra-cancer-con-aportacion-
80-millones

https://presidente.stg.xunta.local/novas/-/nova/1491/
https://presidente.stg.xunta.local/novas/-/nova/1491/feijoo-destaca-creacion-este-2016-25-nuevas-plazas-centros-atencion-
personas
https://presidente.stg.xunta.local/novas/-/nova/1491/feijoo-destaca-creacion-neste-2016-25-novas-prazas-centros-
atencion-persoas-con

https://presidente.stg.xunta.local/novas/-/nova/1492/



https://presidente.stg.xunta.local/novas/-/nova/1492/titular-xunta-preside-entrega-dos-premios-voz-natura-2016
https://presidente.stg.xunta.local/novas/-/nova/1492/titular-xunta-preside-entrega-los-premios-voz-natura-2016
https://presidente.stg.xunta.local/novas/-/nova/1521/
https://presidente.stg.xunta.local/novas/-/nova/1521/foro-regiones-espanolas-con-desafios-demograficos-fredd-demanda-
una-estrategia
https://presidente.stg.xunta.local/novas/-/nova/1521/foro-rexions-espanolas-con-desafios-demograficos-fredd-demanda-
unha-estratexia

https://presidente.stg.xunta.local/novas/-/nova/1540/
https://presidente.stg.xunta.local/novas/-/nova/1540/feijoo-afirma-que-entre-anos-2009-2020-teremos-investidos-galicia-
case-1-800
https://presidente.stg.xunta.local/novas/-/nova/1540/feijoo-afirma-que-entre-los-anos-2009-2020-tendremos-invertidos-
galicia-casi

https://presidente.stg.xunta.local/novas/-/nova/1545/
https://presidente.stg.xunta.local/novas/-/nova/1545/feijoo-destaca-que-estrategia-biomasa-esta-impulsando-
consolidacion-del-sector
https://presidente.stg.xunta.local/novas/-/nova/1545/feijoo-destaca-que-estratexia-biomasa-esta-impulsar-consolidacion-
sector-enerxetico

https://presidente.stg.xunta.local/novas/-/nova/1625/
https://presidente.stg.xunta.local/novas/-/nova/1625/presidente-xunta-felicita-triatleta-javier-gomez-noya-distinguido-con-
premio
https://presidente.stg.xunta.local/novas/-/nova/1625/presidente-xunta-felicita-triatleta-javier-gomez-noya-distinguido-
premio-princesa

https://presidente.stg.xunta.local/novas/-/nova/1627/
https://presidente.stg.xunta.local/novas/-/nova/1627/referencia-consello-xunta-celebrado-hoxe-san-caetano
https://presidente.stg.xunta.local/novas/-/nova/1640/
https://presidente.stg.xunta.local/novas/-/nova/1640/feijoo-destaca-que-cidadans-empresas-poden-realizar-tres-cada-catro-
tramites
https://presidente.stg.xunta.local/novas/-/nova/1640/feijoo-destaca-que-los-ciudadanos-las-empresas-pueden-realizar-tres-
cada-cuatro

https://presidente.stg.xunta.local/novas/-/nova/1647/
https://presidente.stg.xunta.local/novas/-/nova/1647/feijoo-destaca-que-nuevo-plan-forestal-galicia-buscara-proteger-
medio-rural-para
https://presidente.stg.xunta.local/novas/-/nova/1647/feijoo-salienta-que-novo-plan-forestal-galicia-buscara-protexer-medio-
rural-para

https://presidente.stg.xunta.local/novas/-/nova/1671/

https://presidente.stg.xunta.local/novas/-/nova/167 1/feijoo-destaca-que-solvencia-las-cuentas-publicas-gallegas-permitira-
establecer

https://presidente.stg.xunta.local/novas/-/nova/167 1/feijoo-salienta-que-solvencia-das-contas-publicas-galegas-permitira-
establecer

https://presidente.stg.xunta.local/novas/-/nova/1717/
https://presidente.stg.xunta.local/novas/-/nova/1717/feijoo-avanza-que-cumprir-deficit-permitira-seguir-apostando-polo-
talento-innovador

https://presidente.stg.xunta.local/novas/-/nova/1773/
https://presidente.stg.xunta.local/novas/-/nova/1773/galicia-murcia-asinan-protocolo-colaboracion-para-trasladar-
experiencia-promocion

https://presidente.stg.xunta.local/novas/-/nova/1816/
https://presidente.stg.xunta.local/novas/-/nova/1816/feijoo-afirma-que-galicia-seguira-achegando-solvencia-credibilidade-
espana-fronte

https://presidente.stg.xunta.local/novas/-/nova/1857/
https://presidente.stg.xunta.local/novas/-/nova/1857/feijoo-presenta-grao-enxenaria-aeroespacial-que-convertera-ourense-
vertice-formacion

https://presidente.stg.xunta.local/novas/-/nova/2478/
https://presidente.stg.xunta.local/novas/-/nova/2478/referencia-consello-xunta-celebrado-hoxe-san-caetano
https://presidente.stg.xunta.local/novas/-/nova/2491/
https://presidente.stg.xunta.local/novas/-/nova/2491/xunta-amplia-mellora-bono-concilia-obxectivo-que-todas-familias-
solicitantes

https://presidente.stg.xunta.local/novas/-/nova/2492/
https://presidente.stg.xunta.local/novas/-/nova/2492/estratexia-xunta-impulso-biotecnoloxia-preve-investimento-mobilizado-
200-millons

https://presidente.stg.xunta.local/novas/-/nova/2496/
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